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Digital ownership
The law of property forms one of the central tenets of modern legal systems. The functioning of modern society, based upon principles of free markets and the ability to trade, requires that the legal system recognise rights in things as well as obligations between persons. Attempting to define property law, and property rights, is difficult in the physical world, but as we shall see is even more challenging in the digital environment where traditional values such as possession and rivalrousness are rendered ineffective by the limitless nature of bits.

The starting point for any discussion of digital ownership is to examine how property law functions in the real world. Definitions of property differ but they all appear to have some elements in common. The first is that property defines a relationship between a person and a thing. Unlike obligations which normalise relations between persons, one tangent of the axis in a property relationship must be a thing. This is because property, and property law, regulate one’s right to own, buy and sell, dispose or destroy. These rights may only be exercised over things: it has been illegal to take rights such as these over persons in the UK for almost 200 years.
 The second common theme of property law is that it is exclusive. The rights that property law confers upon the owner, or other rights holder such as a lessee, are of the nature of rights in rem as opposed to rights ad personam. This means that the property rights holder has a right which may be exercised against any individual who attempts to interfere with his or her property right without the need for a prior relationship with that person. This may be contrasted with obligations which arise out of a prior relationship such as a contractual relationship or a relationship which establishes a duty of care in tort.
 As James Penner explains in his book The Idea of Property in Law, the essential element of these rights is the right to exclude others from exercising competing rights over your property.

We tend not to notice the monopolistic nature of property rights when we are dealing with everyday items such as cars, computers or shoes as the monopoly one person exercises over their car, their computer or their shoes cannot effect the wider market for shoes, cars or computers, but when we are dealing with rare or unique items this becomes more apparent as with rare artworks such as L. S. Lowry’s A Fairground which was kept in a private collection and never exhibited for over 50 years,
 or with intellectual property rights such as copyright where the property right may be used to prevent distribution or exhibition of the work.

Example Physical products
Eleanor has bought a new car. She may use her property rights in it to prevent anyone else from possessing the car or from dispossessing her of, or economically exploiting, the car.
In addition, exclusive rights property rights create a natural monopoly over property. Although Eleanor’s car may not be unique, she holds a monopoly over the use of that car: in other words she monopolises the rights in relation to that particular car. She may choose to sell or rent the car, she may choose to destroy it or she may choose merely to enjoy it herself.
The final element of property law which is generally agreed upon by commentators on the subject is that property law, as opposed to property, represents a bundle of rights distinct from the thing itself. Thus by owning a car I have the most basic property right: ownership, but I also possess the right to take economic fruits from it by renting it to someone else, to destroy it (subject to environmental laws) and to securitise it (that is, to use it as security for a loan), among other rights. Thus although we tend to think of property rights as ownership—‘this is my car’—there are a bundle of additional rights the property owner also possesses.
26.1 Digital property
As discussed in chapter 1, the nature of digital goods is quite unlike physical goods and as a result the application of property law to digital goods is not clear-cut. The problem is that traditional property values and principles assume that goods are rivalrous. Rivalrousness lends itself to the principle of exclusion. Among the many reasons I may have as to why I may wish to exclude others from economically exploiting my property is that in so doing they are likely to affect my enjoyment of my property. We can see this assumption of rivalrousness if we look to s.1 of the Theft Act 1968 which states, ‘A person is guilty of theft if they dishonestly appropriate property belonging to another with the intention to permanently deprive the other of it.’ Rivalrousness in physical property means that traditional property laws are as much about the enjoyment of property as they are about exclusion of competing interests. Once we move into intangible properties this aspect of property is removed. In dealing with informational products a different rationale must apply.
Example Informational products
If I make and sell copies of Julian Barnes’ novel Arthur & George this does not directly affect Mr Barnes’ enjoyment of his copyright; he may continue to produce copies or adaptations of the work or he may licence a film adaptation or a translation. Thus my production of a competing version of his copyright material allows me to enjoy all the fruits of property ownership including the taking of economic rents without directly dispossessing Mr Barnes of his prior and better right.
There are two points which have to be made about this example. The first is that you may assume I have made a false assumption here: that the correct comparison is not between properties of a genus, but between property of a type. That is, when I talk about not infringing Mr Barnes’ rights in his text I’m making the mistake of equating copies of Arthur & George generally with specifically his copy of Arthur & George. Thus if someone produces exact copies of my car and sells them on the open market my interests in my car are unaffected: the same may be said here of Mr Barnes and his book. This though is not the case as copyright protects not the book itself but the intangible expression of an idea as recorded in the pages of a book. To make and sell copies of Arthur & George is to directly interfere with, or in copyright terms infringe, Mr Barnes’ property right. Secondly, although Mr Barnes has not been dispossessed of his property right in the copyright of Arthur & George, it is clear my actions will have adversely affected his property interest as the available amount of property rents he may receive for his copyright has been reduced by my action. This, at least in part, explains why we protect certain intangible properties even though they are of a nonrivalrous nature.
26.1.1 Information as property
Traditionally property law does not define information as a good unless it is of a particular character. In the case of International News Service v Associated Press,
 the US Supreme Court did recognise a proprietary nature in news information. Following unfavourable reporting on British losses by William Randolph Hearst’s INS, they were barred from using Allied telegraph lines to report news from the front. To remedy this they took information printed by AP on the US east coast and wired it to their west coast newspapers. This was then rewritten by journalists on these papers and published. As the information was rewritten there was no breach of copyright. AP claimed a quasi-proprietary right in their information and surprisingly the Supreme Court upheld their claim in unfair competition based upon this principle.
Recognising a proprietary interest in raw information is, though, potentially very damaging for competition as it creates an exclusionary effect of preventing third parties from using the information.
 Because of this Justice Brandeis dissented vigorously in the case and subsequent attempts to apply the principle of quasi-ownership in information have fallen foul of a narrow interpretation of the case. Thus in Cheney Brothers v Doris Silk Corporation
 Judge Learned Hand confided to the other members of the panel that:
the Associated Press Case is somewhat of a stumbling block . . . I do not believe that the five justices who united in Pitney, J’s opinion meant to lay down a general rule that a man is entitled to ‘property’ in the form of whatever he makes with his labor and money, so as to prevent others from copying it. To do so would be to short-circuit the Patent Office and throw upon courts the winnowing out of all such designs that might be presented. While I agree that on principle it is hard to distinguish, and that the language applies, I cannot suppose that any principle of such far-reaching consequence was intended. It will make patent cases an exception; it will give to State courts jurisdiction over inventions; it will overthrow the practice of centuries.

To circumvent this problem Hand concluded that INS had to be understood as a case that dealt with the narrow and peculiar problems of a news service. Thus the case could be restricted to its facts despite being a decision of the Supreme Court. This approach was confirmed in the later case of RCA Manufacturing Co. v Whiteman,
 where Judge Clark settled that INS was to be so restricted, and noted off the record to Judge Hand that ‘In principle, this case is entirely indistinguishable from INS, and we might as well admit it. But we have conquered the News case before; it can be done again’
 before going on to hold that using licences to expand copyright was unconstitutional. With courts in the US striving to restrict INS to its facts it is not surprising that UK courts have conspicuously failed to find any type of property right in information of a general nature.

26.1.2 Statutory intellectual property rights
This is not to say that ownership in information is impossible in the UK. The most obvious examples are the statutory intellectual property rights created over certain categories of information, perhaps the best-known example of which is to be found in the law of patents. A patent is a statutory property right awarded following a process of application and review to an idea or process which is capable of industrial application.
 The owner of a patent has, for a limited time,
 the right to prevent others from developing competing products or services based upon the idea or process outlined in the patent. In other words, a patent protects the use of the idea or process for the lifetime of the patent.
Patents, although valuable, were historically of little direct impact in digital property as the patent must be for a process or idea capable of industrial application, and further cannot be ‘a scheme, rule or method for performing a mental act, playing a game or doing business, or a program for a computer’.
 With digital goods being a series of ones and zeros, operated on by a CPU, it is extremely difficult for them to gain protection given this qualification. Some attempts have been made to protect computer software, despite the Act excluding protection for ‘a program for a computer’,
 and also attempts have been made to protect methods of applying software to final products, most famously in the so-called Smartphone wars which began in 2009 between a number of Smartphone manufacturers including Apple, Google, Samsung, Microsoft, Nokia, Motorola and HTC.
The outbreak of hostilities began in 2009 when Nokia sued Apple for infringement of ten patents that Nokia held regarding wireless communications standards. They claimed Apple’s new iPhone infringed patents on software processes which managed GSM (Global System for Mobile Communications—so-called 2G), UMTS (Universal Mobile Telecommunications System—so-called 3G) and wireless LAN (WLAN) settings. Apple immediately counter-sued claiming Nokia infringed 13 of its patents including a patent that allowed software to manage and update the phone when connected to a computer and one designed to improve the wireless communication quality of phones.
 This initial case spent 20 months in litigation before Apple agreed to pay an undisclosed sum under a settlement agreement and royalties for the use of parts of Nokia’s patents.
This though was a relatively low-key beginning for some of the most costly litigation ever fought globally. The so-called Android v iOS patent wars involved a number of leading hardware and software developers but none more so than Apple and Samsung who litigated against each other in a number of cases globally, claiming damages of billions of dollars. The disputes began in April 2011 when Apple sued Samsung for infringement of seven utility patents, three design patents, three registered trade dresses and six trade marks in the United States. The claims related to the Samsung Galaxy Smartphone and the related Galaxy Tablet. In the utility patent claim Apple argued Samsung had among others infringed its 381 software patent, this is the so-called ‘bounce back’ patent which sees a page or screen bounce back to the centre of the screen when it reaches the limits of its scroll—i.e. when you get to the top or bottom of a page on iOS, it will pull down (or up) and then bounce back into place—and the 134 software patent for arranging and displaying instant messages in a spaced timeline. Samsung struck back by suing Apple in South Korea, Germany and Japan as well as counter-suing in the United States for infringement of a number of Samsung software patents including patents covering HSPA (High Speed Packet Access) telecommunications technology, used for transmission optimisation and reduction of power usage during data transmission, and technology for tethering a mobile phone to a PC to enable the PC to utilise the phone’s wireless data connection. Since then, these two corporate behemoths have pursued each other in courts across the globe.
Both have experienced success and failure and it is outwith the scope of this book to analyse the litigation in full. Books will be written about just these cases, and indeed the first already has.
 Suffice to record that Apple obtained a great but perhaps Pyrrhic victory in August 2012 when a jury in California awarded Apple damages of $1.049bn dollars in relation to the original claims and Samsung’s counterclaims were all rejected.
 Following this victory Apple suffered a number of setbacks. Their important 381 ‘bounce back’ patent was revoked by the US Patent and Trade Mark Office on the basis that it lacked novelty;
 Apple’s claim in London, first raised in June 2011 claiming a breach by Samsung of their registered design right awarded for the design of the iPad tablet computer rather than a patent, was rejected by the Court of Appeal.
 Apple then suffered the indignity of being dragged back before the court to be censured for failing to correctly follow instructions on how to publicise the judgment on their website.
 Back in the United States, Apple sought an injunction against several Samsung products (something they successfully achieved for a while in Germany and Australia), which was denied (Apple is appealing). Meanwhile the judge in the Californian case invalidated $450 million of Apple damages
 before a retrial finally set the level of damages at $929 million, a figure still under appeal by Samsung and which following a 2015 ruling on trade dress looks likely to be reduced to $548 million.

It is clear that patents are playing an increasing role in digital products and nowadays any digital consumer device such as a Smartphone, tablet or Satnav will be covered by a myriad of overlapping software, technical and hardware patents. The growing importance of these in relation to digital products was considered in detail in chapter 9 but for the moment it is important to understand that patents are just part of the digital property framework.
Like a patent, a copyright is a statutory informational property right, this time awarded by the Copyright, Designs and Patents Act 1988. Unlike a patent a copyright arises automatically and is awarded to original literary, dramatic, musical, or artistic works, sound recordings, films, broadcasts, cable programmes and the typographical arrangement of published editions.
 Copyright is a natural monopoly right which allows the author or creator of the work to control the distribution of their original work by restricting to them the right to make copies of the original. Copyright is quite unlike traditional property rights as the exclusive rights are to control the making and distribution of copies of the work, or the display or public performance of the work:
 you cannot directly use your copyright to prevent an individual reading or viewing your work provided they do not have to make or obtain an illegal copy, or attend an unlawful public performance, to do so. Because the mere use of a copyright work without permission does not interfere with the copyright holder’s ability to enjoy his work,
 traditionally there has not been a concept in copyright which is akin to trespass in physical property. I cannot ‘trespass’ on the copyright of Julian Barnes simply by reading Arthur & George whereas I could trespass on his property rights by pitching a tent in his front garden or by moving in to his car.
 Unlike a patent holder, it has always been assumed that a copyright holder cannot therefore prevent passive enjoyment of his copyright protected material. Recently though this assumption has come under sustained challenge in the case of Public Relations Consultants Association Ltd v Newspaper Licensing Agency Ltd
 which was discussed in depth in chapter 11.
26.1.3 Confidential information
There is another potential body of law which may be used to protect digital goods distinct from the application of the statutory property rights. This is by the application of the law of confidential information. In truth, protecting informational products by the application of confidentiality is not an application of property law principles; rather, its roots are in the law of obligations. To qualify for protection the information must first be ‘confidential’: this has been defined by Lord Greene MR as to mean that the information is not public property and public knowledge.
 The information does not have to be secret as such, just not readily available to the public. Secondly, the information must have been disclosed in circumstances which give rise to an obligation of confidence. This generally means that in disclosing the information to the recipient the owner of the information did so for a limited and defined purpose. In Saltman Engineering v Campbell the claimants gave the defendants confidential designs for tools which the defendants were to manufacture solely for the claimants. The defendants went on to manufacture and market the tools themselves leading to a claim of breach of confidentiality. The court held the designs had been handed over for a limited purpose only and the defendants were not entitled to use them outwith that purpose.
 The final quality of confidential information is that there must be an actual or anticipated unauthorised disclosure of the information.
 As is clear from these requirements the status of confidentiality is usually conferred upon information as a result of a pre-existing contractual relationship between the parties.
Confidentiality is a form of protection offered by obligations, not property principles. This has several effects. First, the right to enforce the obligation of confidentiality is a right ad personam not a right in rem. That is, the rights and reciprocal duties attach to the parties, not the information itself. This can be seen in the case of Fraser v Evans.
 Here the claimant wrote a confidential report for the Greek government. His contract stated that he was to keep confidential any information he gathered in compiling the report. There was though no reciprocal obligation on the Greek government to keep confidential any information Mr Fraser supplied to them. The report was later leaked by an unknown source in the Greek government to a newspaper. Mr Fraser sought to restrain publication of an article based on the document on grounds of breach of confidence. The court held that Mr Fraser was not due an obligation of confidentiality despite the information being described in his contract as confidential. Thus it is clear that information is not confidential itself; it is rather the expectation placed upon the party which creates the circumstance of confidentiality.
What does this mean for the use of confidentiality as a proxy for property protection when dealing with digital information? There is clearly a restricted role for confidentiality where parties are in some form of relationship with each other. Examples would include using confidentiality to protect valuable software code shared between software developers or using confidentiality to protect private areas on websites which are password protected and to which access may only be achieved once one agrees to treat information contained therein as confidential. The problem with utilising confidentiality as a tool to protect digital property in the wider sense is the first nature of confidential information; that is, that it is not public property and/or public knowledge. The very nature of most property is that it is to be seen in and accessed through the public domain. To draw a property law analogy with the use of confidentiality as a proxy for digital property instead of using the law of property to prevent anyone from stealing, occupying, or damaging my car, I instead lock my car in a garage and keep only a few keys for myself, my wife and my immediate family to enter. I forbid them from taking the car out and I forbid them from telling anyone about the car. It is clear when you discuss confidential information in this way that it cannot fulfil the roles of property law. Property law is about excluding others from access to your property by enshrining protection for its boundaries in a series of legal principles. Confidentiality is about excluding others from access to your property by removing it from public knowledge. Thus I can never drive my car in public if I rely upon the protection of confidentiality. Equally, returning to the sphere of digital goods we cannot use confidentiality to protect digital goods which are open to the public, observable in public or which are accessible from a public place. This rules this out as a methodology of protecting software in which the source code is accessible, web pages and their allied content and digital media such as images, sounds and video accessible from any open network source.
26.2 Digital trespass
With the inability of traditional intangible property rights such as patents, copyright and confidentiality to protect the vast majority of digital goods the owners and developers of digital property have turned to more inventive ways to protect their investment in digital properties.
 One such approach has been to attempt to use traditional property principles such as trespass in the digital, incorporeal environment. This idea, unsurprisingly, originates in the US and much of the case law on the concept of digital trespass is to be found there, particularly in the state of California.
26.2.1 Trespass to servers
The first case to examine the applicability of trespass to chattels to digital goods was a Californian case from 1996. In Thrifty-Tel, Inc. v Bezenek
 two young hackers tried to gain access to free long-distance calls by means of sending digital signals from their computer to the telephone exchange server. In attempting to gain access to the Thrifty-Tel carrier network, Ryan Bezenek (one of the defendants) overburdened the Thrifty-Tel system, denying some subscribers access to phones lines. At this point Thrifty-Tel took action claiming attempted fraud and misappropriation. To determine whether harm was likely the court looked at whether the actions of the Bezenek brothers amounted to trespass to chattels. The Court of Appeal of California found that the boys’ action of sending of electronic signals to the computers were sufficiently tangible to support a cause of action in trespass. This decision was highly controversial.
 One commentary notes that Thrifty-Tel ‘opened the floodgates to judicial adoption of cyberproperty’ and that ‘courts seized on Thrifty-Tel to punish such activity without even considering whether plaintiffs alleged damage to chattel’.

The reason for the flood of cases referred to was that Thrifty-Tel offered a tantalising opportunity to network providers (such as telecoms companies and ISPs) to use principles of property law, and in particular trespass to chattels, to deal with ‘spammers’—individuals who send vast amounts of unsolicited commercial communications across the email system––in a time when there was no legislative framework to protect them from their activities.
 If, as the court had said in Thrifty-Tel, the sending of data down a telephone cable could amount to trespass to chattels then spammers who sent vast amounts of emails simultaneously could equally be found to be digitally trespassing. This was first tested in two cases against a spam organisation called Cyber Promotions.
 The more controversial of the two Cyber Promotions cases was CompuServe Inc. v Cyber Promotions Inc.,
 for in that case the District Court for the Southern District of Ohio found that trespass to chattels could be established without harm to the computer network in question. The court found that there was sufficient tangibility to establish trespass to chattels in ‘the electronic signals sent by computer’,
 and found that there was actual trespass (or harm) without damage because, as ‘spam email demands the disk space and drains the processing power of computer equipment’, it prevents these resources being available for paying customers.
 The court concluded that even though the CompuServe network and its servers were not physically harmed by the defendants’ actions, the value of the equipment to CompuServe was diminished and found in their favour. The decision in CompuServe signalled a change in approach in digital trespass. Courts would no longer look for evidence of actual harm, as they had in Thrifty-Tel; they would now look for evidence of economic harm. A flurry of cases followed, mostly focused on spam email,
 but a few cases developed around a different practice which appears to be more closely aligned with the traditional practice of trespass in the real world.
26.2.2 Copyright and trespass: indexing and scraping
These cases surrounded the practices of indexing and scraping. These are the practices of accessing websites either for the purpose of gathering data from that website to place in an index (such as a search engine) or to gather data such as prices or availability of goods or services for a price comparison site or similar. The first case on scraping is the well-known case of eBay Inc. v Bidder’s Edge Inc.,
 in which the defendants operated an ‘auction aggregator’ which captured eBay’s auction data and supplied it to the public as a form of price comparison. eBay claimed trespass to chattels even though admitting that the actions of Bidder’s Edge did not significantly affect the ability of its web servers to function normally. Instead eBay, following a more traditional property law rationale, claimed that as they had not authorised Bidder’s Edge to access this information they were in fact trespassing. The District Court for the Northern District of California agreed and issued an injunction prohibiting Bidder’s Edge from accessing eBay’s web pages.
 It seems the court was particularly concerned with potential rather than actual harm, for although eBay had conceded the actions of Bidder’s Edge were not currently impairing the eBay network, the court was concerned that other companies may begin to aggregate eBay’s auction data should eBay’s claim fail, at which point actual harm may occur. Thus the decision in eBay may be characterised as being one of potential rather than actual harm.

The US courts were still willing though to push the envelope of digital trespass a little further. In the following case, Oyster Software Inc. v Forms Processing Inc.,
 the District Court for the Northern District of California found trespass to chattels not only where there was no actual damage, but where there was no likelihood of future damage either. In this case the defendant copied the plaintiff’s meta tags from his website and placed these copies on his website with the intent of redirecting potential customers from the plaintiff’s website to the defendant’s. The plaintiff sued for trade mark infringement and copyright infringement, but also claimed trespass to chattels by the defendant. The court took the view that the eBay decision had dispensed with the requirement of injury at Californian law and found that the action of making entry to the plaintiff’s computers without permission was a trespass to chattels.
Several cases followed, all American, which seemed to establish a general principle that unauthorised access to a computer connected to a public network was a trespass to chattels.
 Over time, however, decisions emerged which departed from this orthodoxy. In Ticketmaster v Tickets.com,
 the plaintiff sought to press a claim of trespass to chattels against a competitor who was using a spider to list on their website tickets for events sold on the Ticketmaster site.
 If Tickets.com had no tickets available for an event they would use the information gathered by the spider to offer their customers a link to the relevant page on the Ticketmaster site. In this way they could continue to offer their customers a way to obtain tickets to an event they had no tickets available for and Ticketmaster would obtain a sale. It may sound like both parties won, but Ticketmaster saw things differently. If Tickets.com could offer tickets via Ticketmaster when their allocation of tickets ran out then customers would continue to use Tickets.com and would not transfer to Ticketmaster. Also it created in the customer a link or association between the two companies which was not in place. Ticketmaster claimed that the information Tickets.com obtained by the use of the spider was valuable, and that it spent time and money attempting to frustrate the spider. But the court found that neither of these claims showed damage to their computers or their operation. Distinguishing the eBay decision, they found that:
one must keep in mind that we are talking about the common law tort of trespass, not damage from breach of contract or copyright infringement. The tort claim may not succeed without proof of tort-type damage. Plaintiff Ticketmaster has the burden to show such damage. None is shown here. The motion for summary judgment is granted to eliminate the claim for trespass to chattels. This approach to the tort of trespass to chattels should hurt no one’s policy feelings; after all, what is being attempted is to apply a medieval common law concept in an entirely new situation which should be disposed of by modern law designed to protect intellectual property interests.

Ticketmaster at once offered a new approach from the Californian courts. This was a clear indication from the bench that cases such as eBay and Oyster had gone too far in finding trespass where there was no harm. As the decision in Ticketmaster said, no harm, no tort, and as trespass is a tortuous claim (in the US)
 a claim for trespass should not be entertained without evidence of harm.
26.2.3 Intel v Hamidi
This approach was confirmed later that year by the California Supreme Court in the case of Intel Corp. v Hamidi.
 Ken Hamidi was a former employee of Intel who co-founded an organisation called FACE-Intel (‘Former and Current Employees of Intel’), which was critical of the company’s employment practices. Between 1996 and 1998, Hamidi, on behalf of the FACE-Intel, sent six separate emails critical of the company, each to more than 30,000 Intel employees. Intel sued Hamidi, claiming that, even though its chattels were not damaged, it had suffered harm from lost employee productivity and the time it had spent trying to block his messages.
 The District Court, in an action affirmed by the Court of Appeal, issued a permanent injunction that prohibited Mr Hamidi from ‘sending unsolicited e-mail to addresses on Intel’s computer systems’, but the California Supreme Court reversed these orders finding by a four to three majority that actual damage or impairment to the chattel was a requirement for a trespass to chattels claim.
 The majority were of the opinion that what Mr Hamidi was doing in sending these mass emails via the Intel mail server was using the server for what it had been designed for: the receipt and sending of email. Further, they suggested, Intel, by allowing external access the mail server through an external internet connection, must expect that external users will use that mail server to send email to Intel employees. The court, however, refused to overrule the Thrifty-Tel/CompuServe line of cases, explaining that the spamming activities in those cases ‘overburdened the ISP’s own computers and made the entire computer system harder to use for recipients’.
 Thus the final fall-out from a series of cases, mostly heard in California between 1996 and 2003, seemed to be that there was a recognised tort of trespass to chattels on digital communication networks in California, and probably by extension—through cases such as CompuServe,
 American Airlines
 and Register.com
—the US as a whole, if the plaintiff could establish damage, or the likelihood of damage, to the network. If there is no harm or no likelihood of harm then, applying Ticketmaster and Hamidi, the tort is not made out. 
26.2.4 Associated Press v. Meltwater U.S. Holdings, Inc.

Little happened to disturb this settlement until the rise of news aggregation services caught the attention of news publishing services and wire services such as Associated Press. In February 2012 the Associated Press (AP) filed a copyright infringement suit (note this is not an old fashioned trespass to chattels case) claiming that Meltwater’s “Global Media Monitoring” product infringed their copyright in news stories shared via the AP news wire service. Meltwater, much as Tickets.com and Bidder’s Edge had done were scraping data from the website of another, in this case AP. The difference in this case, which made it a copyright case rather than a simple trespass to chattels case, was that extracted content was then copied and made available to Meltwater customers, allowing a copyright claim rather than a trespass claim. Meltwater offered a news monitoring service to customers. It would scan over 160,000 news websites daily, indexing and archiving their content. It then offered subscribers the opportunity to search this archive, or to set notification keywords which would trigger news alerts to them. The search return or notification would include a level of detail for the customer including the headline of the news report and the lede (or opening section). AP established in evidence that the material replicated to Meltwater customers was between 4.5% and 61% of the articles in question. Meltwater argued their service was transformative, that they were an internet search engine like Google and their service changed the nature of the content from editorial to a location tool. This, they argued was protected by fair use. AP however showed in evidence that Google news alerts do not systematically include an article’s lede and are on average half the length of Meltwater’s excerpts. They also showed that while Google News’s clickthrough rate is at least 56%, Meltwater’s was 0.08%.  This, AP suggested, was due to the nature of the Meltwater service, it was not in fact a search service rather a subscription news service. Users of Meltwater’s service were not using it to locate then access news stories it was in itself a news service which was a substitute for the AP service. This was possible as Meltwater extracted enough of the salient news of the AP reports to allow customers to understand the whole story without clicking though to the source material. The court agreed and also found that as a result Meltwater’s use of AP’s copyright material was not transformative. It ruled that Meltwater used AP’s copyright works for commercial use and its use of the articles lowered the value of AP’s work. Further, Meltwater copied a qualitatively significant part of the AP articles by copying the title, lede and materials surrounding the targeted keyword. As a result the District Court held that Meltwater violated AP’s copyrights by excerpting articles without a license and redistributing them to its own subscribers.

26.3 Virtual property
In recent years a new form of digital property and ownership has developed. This surrounds disputes over ‘property’ in virtual gaming environments such as World of Warcraft, Second Life or Eve Online. These online gaming experiences known as MMORPGs (Massively Multiplayer Online Role Playing Games) attract millions of gamers every year.
 There has always been an issue of ownership and property with materials and goods gathered in these MMORPG games, with sites allowing players to buy and sell player accounts, valuable items such as swords or potions or just to trade ‘gold’, the online currency of most games for cash. These issues have been magnified of late with the development of ‘real-world currency’ in MMORPGs such as Entropia Universe and Second Life. In both these games the in-game currency, the Project Entropia Dollar (PED) and the Linden Dollar (L$), have a currency exchange system that allows for the exchange of in-game currency with real-world US$ allowing you to seamlessly transfer money between the real world and the virtual.
 With these developments speculation in virtual property has risen in recent years and with speculation comes property disputes and questions over property rights for virtual land and goods.
26.3.1 Virtual theft
Fantasy/Sci-Fi MMORPGs such as World of Warcraft and Eve Online have proven to be particularly popular in China and the Pacific Rim. Some Chinese gamers in particular see games such as these as a way to make money and will play for hours at a time gathering items and gold to be sold on the open market in a process known as ‘gold farming’. It is therefore no surprise that the earliest reported incidents of virtual property misappropriation were generated in China. Original case reports tend to be in Mandarin and are hard to find, so to piece together the story of virtual property in China relies somewhat on media reports. The first of these to come to widespread attention was in 2003. Reuters reported that a Chinese court ordered an online video game company to return virtual property, including a stockpile of bio-chemical weapons, to a player whose game account was looted by a hacker.
 It was reported that Li Hongchen had spent two years, and 10,000 Yuan playing Hongyue (Red Moon) before a hacker stole weapons he had accumulated in February 2003. Mr Li asked the company behind the game, Beijing Arctic Ice Technology, to identify the player who stole his virtual property, but it declined, saying it could not give out a player’s private details. The police said they could not help so Mr Li took his case to court. The company argued that the value of the virtual property only existed in the game and was ‘just piles of data to our operating companies’, but the Beijing’s Chaoyang District People’s Court ruled that the firm should restore Mr Li’s lost items, finding the company liable because of loopholes in the server programs that made it easy for hackers to break in. Following this case there have been many reports of virtual property disputes in China.
In a further case in 2005 an online gamer in Chengdu found his ‘currency’ and ‘equipment’ in the online computer game The Legend of Mir abruptly disappeared. The gamer, Mr Zhao, appeared to be a gold farmer as it was reported that ‘he hired a person to test the game around the clock for three months and paid him 1,500 Yuan each month’.
 It is reported that Mr Zhao complained to the Consumers’ Association of Sichuan Province. According to Law of the People’s Republic of China on Protection of Consumer Rights and Interests, Art. 44:
Article 44: A business operator that causes damage to the property of a consumer in providing a commodity or a service must assume civil liability by means of repair, redoing, replacement, return of goods, making up the quantity of a commodity, refund of payment for the commodity and the service fee or compensation for losses, at the request of the consumer. Where the consumer and business operator have a separate agreement, such agreement shall be implemented.
The Consumers’ Association judged that Mr Zhao’s rights should be so protected and the operators of the game should compensate him. It is not known though how much compensation was paid to Mr Zhao.

However, the most dramatic case to come out of China is that of Qiu Chengwei. It was widely reported in 2005 that Mr Qiu stabbed a fellow gamer, Zhu Caoyuan, in the chest, killing him when he found out he had sold a virtual sword he had loaned to Mr Zhu. Mr Qiu was eventually sentenced to a suspended death sentence (life imprisonment) for the murder.
 Following these cases the Chinese media have called for closer state regulation of virtual property,
 and proposals were brought forward to put virtual property on a sound legal footing.

China is not the only country to face the issue of virtual theft. The Netherlands has twice had to deal with issues of virtual misappropriation. In 2007 it was reported that five teenagers had been arrested by police in Amsterdam for stealing virtual property known as ‘furni’ from the online social network site Habbo.
 They had fraudulently obtained login details and passwords from other users and then had ‘moved’ nearly £3,000 worth of furni from the accounts of other users into their accounts. At the time a spokesperson for the Amsterdam Police stated that ‘We are trying to bring charges of theft. It is a little difficult and new. There has not yet been a judgment in a case like this . . . The furniture may not be physical objects but because it represents a certain value we think theft is involved.’
 It is unclear whether charges were ever brought as further reports of the case are not available, but what is clear is that, in a separate case in Leeuwarden, charges were brought against a 15-year-old and a 14-year-old who forced a 13-year-old to transfer a mask, an amulet and some credits (virtual cash) to their account in the game RuneScape. On 6 September 2007 the two older boys attacked the victim kicking him and threatening him with a knife until he transferred the virtual goods and the credit. The attackers were convicted of ‘violent theft’ and sentenced to 200 hours community service (for the 15-year-old) and 160 hours community service (for the 14-year-old).
 What is interesting is that they were found guilty not of assault but aggravated theft, a decision recently upheld by the Dutch Supreme Court (Hoge Raad). The court announced that a ‘virtual amulet and mask in the online game RuneScape can be classified as “goods” in the sense of Art. 310 [of the Dutch Penal Code] and are prone to theft’.
 The court noted that the goods were acquired by ‘effort and time investment’ and that as a result it may be ‘reasonably interpreted that such virtual objects shall be considered as goods’.
 They were also influenced in making a finding of theft by the fact that the rules of RuneScape did not allow for the transfer of the goods in the manner perpetrated by the defendants. The theft and transfer were ‘committed outside the context of the game. It is therefore not virtual actions inside a virtual world, but to actual operations and a virtual world is affected.’
 The attack on the victim was clearly a common assault; it is the way the Dutch courts have dealt with the transfer of the virtual property which makes this a watershed decision. This is the first time a superior court in Europe has dealt with virtual property in this manner, and to date remains the only such case. As the economies in which virtual goods may be found shrink, as online MMORPGs from real-life simulators such as Second Life to RPGs such as World of Warcraft, are replaced in our affections by casual games, it is likely the Dutch RuneScape case may be the only European ruling on such issues for some time.  
26.3.2 Misappropriation of virtual goods
As with virtual trespass the US leads the development of virtual property law in the Western legal world. Although there have been no cases such as the Dutch RuneScape case where criminal charges have been brought for the ‘theft’ of virtual goods there have been several civil cases in the US for misappropriation of virtual goods. The first, and best known, of these is Bragg v Linden & Rosedale.
 The plaintiff Marc Bragg is a Pennsylvania attorney and was a Second Life land developer known as Marc Woebegone. The defendants were Linden Labs, creator and operator of Second Life and Philip Rosedale, CEO of Linden Labs. It was alleged that due to a bug in Linden’s system Bragg gained an unfair advantage by accessing land auction pages for parcels of land that were not yet released for auction, enabling him to acquire land in Second Life below Linden’s cost for that land. In particular it was alleged he paid only $300 for an entire region known as ‘Taessot’. Linden Labs suspended Bragg’s account for investigation, and then closed the account for violation of the Terms of Service––dissolving his virtual assets. Bragg declared that this process caused him actual losses of between $4,000 and $6,000, and filed a civil suit against Linden Labs for breach of contract and unfair trade practices.
 Linden Labs attempted to have the case struck out claiming that the court lacked personal jurisdiction over Mr Rosedale and argued that because of an arbitration clause in their player agreement, Mr Bragg was compelled to go to arbitration. The court refused all of Linden’s motions. It found that a lack of mutuality meant that the arbitration cause should be struck out
 and that it had jurisdiction over both Linden Labs and Mr Rosedale.
 The court appeared to be swayed by the evidence laid before it by Mr Bragg that the defendants had promoted Second Life’s unique properties of land ownership and preservation of property rights.
 Having failed to have the case struck out Linden Labs then sought a settlement with Marc Bragg and on 4 October 2007 it was announced that a settlement had been reached. Although the terms of the settlement remain confidential it is worth noting that in Linden’s press release they conceded that Mr Bragg’s “Marc Woebegone” account, privileges and responsibilities to the Second Life community had been restored. This suggests the ‘winner’ in the settlement was Mr Bragg.
This case is extremely interesting in that it is the first time a common law court sat in judgement on a civil virtual property dispute. A note of caution though must be sounded. Despite being a case about virtual property it is not a case which examines virtual property. Instead this is a contractual case with elements of jurisdiction thrown in. Even the most cursory read-through of the decision makes it clear that the two legal issues which preoccupy the judge are personal jurisdiction and mutuality; not the issue of ownership of bits. Thus, although textbooks (including this one) will discuss this case, and although students will continue to study it, it is not a true case of digital property or digital ownership.
Neither, unfortunately, are the other American cases which are often cited alongside Bragg. These are the sister cases of Eros LLC v Simon and ors
 and Eros LLC v Leatherwood and ors.
 In both cases Eros LLC sued for copyright and trade mark infringement. Eros were the producers of a Second Life sex aid, known as the SexGen Bed, a digital bed with built-in sex position animations which allowed avatars to have virtual sex in Second Life. Their products were extremely popular and were widely pirated. They identified Mr Simon and Mr Leatherwood as two of the pirates copying their goods and filed the lawsuits in New York and Florida respectively. In both cases a quick settlement followed with Mr Simon agreeing to pay $525 in damages to Eros and their co-complainants (that being the sum his illicit activities had earned him) and to agree to be enjoined from further unauthorised copying or advertising of goods in Second Life. In the case of Mr Leatherwood it appears no financial settlement was sought, instead he was merely enjoined from copying or displaying any of Eros’s merchandise without permission. Again, though like the Bragg case these are cases about virtual property; they do not examine virtual property. In both cases it was traditional intellectual property rights, copyright and trade marks which were in issue. Also the cases quickly and easily reached settlement because the defendants were clearly involved in infringing activity. If anything is to be learned from the Eros cases it is not about virtual property; rather it is confirmation, if it were needed, that traditional intellectual property rights apply in virtual environments and infringements which occur there may be pursued in real-world courts.
Where does this leave the law in the UK? We still cannot say for certain whether a judge in the UK would find a property right in virtual property. There is no case law and no legislation on the issue. The international case law is also far from instructive. The American cases of Bragg and Eros are not cases which examine or establish any precedent as to the propertisation of virtual goods and land: they are merely cases in which virtual property is the underlying subject matter of the dispute, not the legal principle in issue. The Chinese and Dutch cases more directly address the issue of property in virtual goods, but again a close examination of the Chinese cases show they are more directly cases of consumer protection law rather than out-and-out property cases. To date it appears the only country which has directly grappled with the concept of propertisation of virtual goods is the Netherlands. In both cases they have clearly treated the virtual goods in question as property, but a major note of caution must be sounded in that both are criminal cases of theft rather than civil cases of ownership and appropriation.
What is clear is that people treat virtual goods like property. They accumulate virtual goods and trade in them. They attach value to them, sometimes massive values such as the US$100,000 that John ‘Neverdie’ Jacobs paid in 2005 for the Asteroid Space Resort (now known as Club NEVERDIE) in Entropia Universe,
 and they develop and sell/rent virtual goods and land. With financial investment in virtual goods and land there is a need to protect investor confidence. Currently that is being maintained by the developers of these online environments:  companies like Mindark (Entropia Universe), Linden Labs (Second Life), Blizzard Entertainment (World of Warcraft), and Sulake (Habbo). Through their player agreements they contractually manage the relationships between inhabitants of their worlds. They act as a benevolent dictator, setting the ‘rules of the game’ prior to the participants taking part. But, as the trickle of cases thus far is showing, when players in the game believe they have been treated unfairly, or have been defrauded, duped or the victim of a crime they may refer to the traditional courts. This is quite usual: we see the same in traditional games such as football where the Football Association (FA) is allowed by tradition, agreement and law to arbitrate in most disputes which occur on the pitch. But when a player feels they have lost out and the FA is inadequate to offer the resolution they require they often revert to traditional courts of justice.
 
26.4 Conclusions
The shift in economic value from atomic goods to bits has already raised a number of legal questions, including: is virtual space a form of property? Is virtual property to be equated to physical property and how should virtual property and virtual space be legally protected? The US has heard a number of such cases, while cases on virtual property are being heard in such diverse jurisdictions as the People’s Republic of China and the Netherlands. The value of bits is greater than just in informational and entertainment products such as news reports, music, movies and television shows. These cases from overseas show there is a demand for the propertisation of bits, not just for the application of traditional copyright principles. 

Test Questions
Question 1
If it is true that ‘that people treat virtual goods like property’ should the law not follow suit? Is it not time to recognize property rights in digital chattels? 
Question 2
Can it really be trespass to chattels when a web spider or scraper visits your server?
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