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Virtual environments
Throughout this book we have talked of cyberspace as if it were a singular place. This is necessary when one is discussing macro issues such as justice and civil liberties, democracy, community standards, and legal certainty. In truth though as we all know the internet is not a single place but an interconnected variety of communities with a variety of values and with separate community regulations for each. In The Regulation of Cyberspace, Murray defines the two types of communities as ‘macro communities’ and ‘micro communities’. ‘Macro communities are broad communities which impact extensively on an individual’s day-to-day life. Such communities often have rigid community standards or norms which are designed, and enforced, to ensure that the values of the community are upheld. Micro communities are narrow communities focussed on a particular aspect of an individual’s life; usually part of their social life.’
 Examples of each (from real space) would be citizenship of a particular state, or residence of a particular city (macro community) and membership of a private club or society, such as a gym or sports club (micro community). Murray believes that due to the nature of cyberspace macro community recognition is limited to common controls and overarching values such as netiquette or code controls such as Cleanfeed.
 The internet is the perfect place for the creation of ever more finely-grained micro communities. As discussed in chapter 6 communities in cyberspace can form around activities of interest to a tiny proportion of society, so while The Marmite Forum which brings together fans of a particular yeast extract may appeal to about 50% of UK society (if you believe the advertising campaign) others such as Worms Direct, a forum on worm farming and Looner Fetish, a forum for individuals with a sexual fetish about balloons are certainly forums created around minority interests. 


Among the largest micro communities are online gaming communities. World of Warcraft, the largest online gaming community, boasts around 5.2 million subscribers.
 A number of other major games sites including Second Life, Everquest, Entropia Universe, and Ultima Online boast large subscription bases also. What is more interesting about most of these gaming communities is not their size but the fact that many of them, including Second Life, Entropia Universe, and World of Warcraft offer the opportunity to trade or earn rewards which may be exchanged for real world cash: in other words these games have real-cash economies, and where financial rewards are available the problems of the real world are usually not far behind, leaving these communities liable to fraud, theft, extortion, money laundering, and trading in illegal and immoral items. Also more mundane issues of ownership and title arise. As a result we are beginning to see legal interventions in these virtual environments. 

28.1 Virtual worlds, virtual people

The majority of well known online gaming communities, and indeed nearly all of them which offer the opportunity to earn real world rewards, are of a sub-genre known as Massively Multiplayer Online Role Playing Games or MMORPGs. They have some characteristics in common: as their name suggests in each players ‘role play’ that is they take on the persona of an in-game character or avatar and play through the game in the form of their character. They are all also ‘constant worlds’: this means the game plays 24/7 whether or not the player is logged in. Thus MMORPGs are like real life: when you go to sleep the world doesn’t stop. They also mostly share characteristics of progression and reward for achievements as well as a high reliance on social interaction and often teamwork. After that, however, they vary greatly in genre. 


World of Warcraft is a fantasy questing game, sometimes called a ‘Dungeons & Dragons’ game. This genre is among the most popular type of MMORPG and players can usually play as any one of a variety of characters such as humans, wizards, or elves and gain reward through winning battles, finding treasure, and trading items and sometimes if allowed by the game’s rules skills, potions, or spells. There are a number of variations on questing games including ones set in World War II, in science fiction environments, and in ancient civilizations, such as ancient Egypt. Second Life is a real-world simulator, or at very least a re-imagination of the real world. Here players may take human or nonhuman form (in Second Life your avatar can be anything you choose) but the gameplay is more focussed on everyday life: buying and selling land, items, and commodities and socialising. There are elements of questing but the majority of second life residents are using it either as an economic or social tool rather than as a games experience. Some people even use second life to gain employment with virtual employers while others set up virtual businesses. In many ways real-world simulators allow people to vicariously live a life they may have hoped to live in real life: with fantastic properties, designer clothes, and sports cars, while they speculate on land and currency, all at a fraction of the cost of the real world equivalent. 


The opportunity to make real money from playing MMORPGs has attracted a number of entrepreneurs in recent years. Most famous among them is probably Anshe Chung (or Ailin Graef) who became famous as the first US$ millionaire through trading in Second Life. Her business was in property development and although she started out small by buying and developing plots of land and then renting out the property her business grew and at its peak she had a staff of more than 80 full-time developers and artists based in Hubei, China. Although stories like Chung’s are rare there are a number of businesses which make regular profits from MMORPGs including businesses specialised to MMORPGs such as avatar designers, property designers, and land developers, as well as virtual equivalents of real world businesses offering services such as legal advice and financial advice or selling virtual (or even real) goods.
 Some traders, as in the real world, trade in the black market with sales of counterfeit virtual goods such as Gucci sunglasses, Ferrari cars, and Nike trainers being commonplace in Second Life despite none of these businesses having a presence there. Others specialise in earning rewards, in particular in quest games such as World of Warcraft and Everquest. By employing teams of highly skilled players these ‘gold farmers’ collect rewards from playing and search for treasure. They then sell this on to other players on a secondary market. It is not only gold that these businesses specialise in. They will, for a fee, tailor a player’s avatar by building up their skill level or will help a player by taking their avatar though a particularly perilous part of their adventure. They will also collect items such as potions, spells, and magical weapons to sell on and will even sell complete accounts on the secondary market. Most gold farming takes place in China and surrounding territories and in April 2011 it was estimated that the global value of the business in 2009 was around $3bn.
 Unfortunately the number of gold farms opening in China undermined the market for in-game currencies in some games environments and even affected exchange rates for real world currencies, leading the Chinese government to ban the conversion of virtual money into real money for the purpose of buying actual goods and services.


Even gold farming is not among the worst excesses of MMORPGs though. Further problems with virtual environments include ‘griefing’, which is basically antisocial behaviour including attacking other players, damaging property of other players, causing system crashes, or abusing other players; pornography and (virtual) prostitution and probably most worryingly age play and virtual child abuse. We cannot just think of MMORPGs as games therefore as the activities of players/residents may be extremely antisocial, harmful to real world business interests, real world property, and may even be illegal. The question then is who should regulate these environments?

28.2 The virtual gods

Unlike the wider internet, virtual environments have natural rulers. Games environments are, despite their appearances, tightly controlled environments. The larger gaming environments, which have more players, a more solid economy, and therefore the possibility of profit are all controlled by the operators of the games environment: for World of Warcraft this is Blizzard Entertainment, a California-based company; for Second Life it is Linden Lab, also based in California; while for Entropia Universe it is MindArk, a Swedish-based company. Like all software developers they utilise end-user license agreements (EULAs) to manage their software distribution and installation, and via this they extend control into their game environment. For example Linden Lab has a number of policies for Second Life on issues such as community standards; ‘the goals of the Community Standards are simple: treat each other with respect and without harassment, adhere to local standards as indicated by simulator ratings, and refrain from any hate activity which slurs a real-world individual or real-world community. The Community Standards sets out six behaviors, the “Big Six”, that will result in suspension or, with repeated violations, expulsion from the Second Life Community’
 and rules for regulating in-game copyright infringement: ‘Linden Lab will respond to allegations of copyright violations in accordance with the Digital Millennium Copyright Act’.
 


Gaming environments are not therefore uncontrolled environments; they are similar to real-world sporting environments where players must comply with the rules of the game or risk suspension or expulsion from the gaming arena. Thus we may conceptualise in-game rules for World of Warcraft or Second Life promulgated by the game controllers, Blizzard Entertainment and Linden Lab, as being akin to in-game rules promulgated in association football by FIFA or UEFA, or in tennis by the International Tennis Federation. What is important about applying this conceptualisation is that is makes clear that players in online virtual environments are subject to distinctive layers of regulation. While the in-game rules are recognised by the wider community as controlling the sporting element of the game, the participants remain subject to external legal rules when the sporting element of the competition is abandoned. Thus, to take an example from the sport of boxing, while the normal rules of assault are willingly suspended in favour of the sporting competition between fighters, should one competitor begin to violently assault the other he may expect to be investigated by the police and may find himself subject to charges. Thus the ‘rules of the game’ will only be followed where they find acceptance within society at large. This was demonstrated most clearly in the aftermath of the infamous 1987 ‘Old Firm’ derby between the Glasgow football giants Rangers and Celtic. 

Case Study Old Firm Violence

Following an on-field incident which saw a number of players involved in violent conduct which risked spreading to the crowd the referee sent off two players, Rangers goalkeeper and England international Chris Woods and Celtic forward and Scotland international Frank McAvennie. A number of other players were cautioned including Rangers captain and England international Terry Butcher and Rangers midfielder and England international Graham Roberts. 
Following an investigation into the incident by Strathclyde police the four players were charged with breach of the peace. Two, Butcher and Woods, were found guilty while McAvennie was found not guilty and Roberts was found not proven. Butcher was fined £250 and Woods £500. Both appealed and the verdicts were upheld.

The fines may have been relatively small but it meant that Butcher and Woods had received a criminal record for an on-field incident. Since then a number of charges have been brought around the globe for incidents that occurred during a sporting event. In 2004 Canadian ice hockey player Todd Bertuzzi received a conditional discharge and probation after pleading guilty to an assault on fellow player Steven Moore during an NHL game. In a similar charge Boston Bruins player Marty McSorley was found guilty of assault with a weapon in a provincial court in British Columbia after attacking Donald Brashear of the Vancouver Canucks in 2000. Probably the worst example of criminal on-field activity to date though is from the sport of rugby and the nation of South Africa. In 2006 two players playing for Delicious Rugby Club were charged with murder after opponent Riaan Loots was kicked to death during a match. Eventually one player, Ben Zimri, was convicted of culpable homicide in the Worcester Regional Court. The murder charge being reduced to culpable homicide, as the court found that Loots’s death was caused by negligence on Zimri’s part rather than intent to kill.


We may learn a lot from sporting cases such as Butcher when dealing with virtual gaming environments. They demonstrate a social contract between the legal system and the administrators of sporting and gaming environments. The administrators are given free reign over the ‘rules of the game’, while lawmakers, and law enforcement authorities, retain their oversight function to ensure that the wider rules of the community are not disregarded by the players of the game. We can see a similar pattern already emerging with virtual gaming environments.

28.3 The game versus the law

As already stated the in-game activity of some players may be antisocial, bordering on the illegal. When does the law intervene and when are game rules applied? There are a number of reported virtual crimes including virtual assault and  murder,
 virtual rape,
 virtual child abuse,
 virtual theft,
 virtual copyright infringement,
 and virtual fraud.
 Some of these issues are clearly of interest to the wider community, while others may best be regulated by the rules of the game. 


Strangely it tends to be what may, at first glance, seem to be the more extreme forms of criminality that are left to the operators of the games to regulate. These are virtual crimes against the person such as assault, murder, or rape. The truth is that although murder, assault, and rape are among the more serious offences in the real world, due to the harm they do to the individual, in gaming communities where avatars may be instantly healed or resurrected these actions may be seen as part of the game rather than criminal activity. In World of Warcraft for example you may attack or even kill another player as part of your quest. The issue of virtual harm to the person (avatar?) tends to arise more in real life simulations as the social context of these games is closer to real world society and players often expect the social norms of the real world to apply. Thus while a player in World of Warcraft would expect that combat including possibly a fight to the death to obtain gold or potions is socially normative for that community, a player in Second Life would expect the community to act against the aberrant action of another player who attacked him while he was standing in line at the bank and robbed him of his Linden Dollars. 


This is reflected in the in-game rules for these different types of virtual environments. Under the Second Life Community Standards any player who commits assault, that is: ‘shooting, pushing, or shoving another Resident in a Safe Area or creating or using scripted objects which singularly or persistently target another Resident in a manner which prevents their enjoyment of Second Life’ may have his or her account suspended or even terminated. There is no equivalent in World of Warcraft although the harassment policy does say players may be disciplined for speech which refers to ‘clear and masked language which refers to extreme and/or violent sexual acts or extremely violent real life actions’.


To date there have been no cases of law enforcement authorities being asked to investigate a murder in a virtual environment, however crimes against the person have been reported to real world authorities. In 2007 a Belgian citizen of Second Life reported a virtual rape to the authorities. Although no criminal action was taken the Brussels public prosecutor asked patrol detectives of the Federal Computer Crime Unit to investigate the incident.
 Around the same time German and UK authorities began an investigation of age play (a virtual form of child abuse) but again seem to have concluded that this was a matter for in-game controllers rather than public authorities.
 


Avatars it seems are not legally protected, at least not yet. Instead control over the interactions of individual players, or citizens, is ceded to the game controllers. Thus Linden Lab has an extensive Community Standard statement which bans assault, harassment (including griefing), and adult content (except in designated adult areas). In particular age play is clearly banned,
 as is virtual assault and sexual assault, including rape.
 By comparison whereas avatars are viewed as part of the in-game culture, possessions and other forms of property are viewed as having a value outside of the in-game culture due to their independent economic value. For this reason law enforcement authorities and the courts have become involved in a number of disputes over virtual property, copyright infringement, and trade mark infringement.  

28.3.1 Virtual property disputes

In several cases disputes over virtual property have led to real life violence. In such cases the authorities always take action. Most famously several disputes in China have led to violent attacks on players, the most dramatic of which is probably the case of Qiu Chengwei. It was widely reported in 2005 that Mr Qiu stabbed a fellow gamer, Zhu Caoyuan, in the chest, killing him when he found out he had sold a virtual sword he had loaned to Mr Zhu. Mr Qiu was eventually sentenced to a suspended death sentence (life imprisonment) for the murder.
 More recently the Dutch Supreme Court (Hoge Raad) upheld charges of aggravated theft against a fifteen year old and a fourteen year old who forced a thirteen year old to transfer a mask, an amulet, and some credits (virtual cash) to their account in the game RuneScape. The Court announced that a ‘virtual amulet and mask in the online game RuneScape can be classified as “goods” in the sense of Art.310 [of the Dutch Penal Code] and are prone to theft’.
 The Court noted that the goods were acquired by ‘effort and time investment’ and that as a result it may be ‘reasonably interpreted that such virtual objects shall be considered as goods’.


There have been several cases worldwide which have dealt with virtual property as being akin to physical property even without the element of real world harm seen in the Qiu Chengwei and Dutch RuneScape cases. In China reported cases include the case of Li Hongchen who spent two years, and 10,000 Yuan playing Hongyue, (Red Moon), before weapons he had accumulated were stolen by a hacker in February 2003. Mr Li asked the company behind the game, Beijing Arctic Ice Technology, to identify the player who stole his virtual property, but it declined, saying it could not give out a player’s private details. The police said they could not help so Mr Li took his case to court. The company argued that the value of the virtual property only existed in the game and was ‘just piles of data to our operating companies’, but the Beijing’s Chaoyang District People’s Court ruled that the firm should restore Mr Li’s lost items, finding the company liable because of loopholes in the server programs that made it easy for hackers to break in.
 In a further case in 2005 an online gamer in Chengdu found his ‘currency’ and ‘equipment’ in the online computer game The Legend of Mir abruptly disappeared. The gamer, Mr Zhao, appears to be a gold farmer as it is reported that ‘he hired a person to test the game around the clock for three months and paid him 1,500 Yuan (US$181) each month’.
 It is reported that Mr Zhao complained to the Consumers’ Association of Sichuan Province. According to Law of the People’s Republic of China on Protection of Consumer Rights and Interests, Article 44 ‘Business operators shall, if the commodities or services they supply have caused damage to the properties of consumers, bear civil liabilities by repair, remanufacture, replacement, return of goods, make-up for the short commodity, return of payment for goods and services, or compensation for losses and so on as demanded by consumers. If consumers and business operators have otherwise agreed upon, such agreements shall be fulfilled.’ The Consumers’ Association judged that Mr Zhao’s rights should be so protected and the operators of the game should compensate Mr Zhao. It is not known though how much compensation was paid to Mr Zhao.


The courts in the US have also become involved in misappropriated virtual property. Although there have to date been no cases such as the Dutch RuneScape case where criminal charges have been brought for the ‘theft’ of virtual goods there have been several civil cases in the US for misappropriation of virtual goods. The best known of these, is Bragg v Linden & Rosedale.
 In this case the plaintiff Marc Bragg, a Pennsylvania attorney and Second Life land developer known as Marc Woebegone, won a settlement from Second Life operator Linden Lab after Bragg’s account was terminated for improper conduct in relation to land auctions.
 Although this was in nature a contract dispute over the terms of the Second Life EULA the court appeared to be swayed by the evidence laid before it by Mr Bragg that the defendants had promoted Second Life’s unique properties of land ownership and preservation of property rights.
 Following the Bragg case there have been a number of cases involving Second Life property rights raised in the US. The sister cases of Eros LLC v Simon et al.
 and Eros LLC v Leatherwood et al.
 are Second Life copyright and trade mark infringement cases. In both cases Eros, the copyright and trade mark holder, received a quick settlement for the virtual infringement of their rights. Cases which have followed, and been settled (unfortunately none have gone to a full hearing) include Minsky v Linden Research,
 a trade mark infringement case raised over the trade mark ‘SLART’ owned by the plaintiff and being used for an art gallery in Second Life,
 and Taser International v Linden Research,
 a trade mark claim raised against Linden for allowing users to use ‘Taser-style’ devices in Second Life.


It is clear therefore that virtual property disputes may lead to the intervention of real world courts but this is only the beginning of where courts may be asked to go in future. Already lawmakers have intervened in in-game gambling with Linden Lab announcing in July 2007 that gambling would be outlawed in Second Life as ‘while Linden Lab does not offer an online gambling service, Linden Lab and Second Life Residents must comply with state and federal laws applicable to regulated online gambling, even when both operators and players of the games reside outside of the US. And, because there are a variety of conflicting gambling regulations around the world we have chosen to restrict gambling in Second Life as described in a revised policy.’
 
28.4 Conclusion: when worlds collide

As has already been seen the freedom offered by virtual worlds brings the opportunity for players to engage in activities not possible in the real world. These activities offer the opportunity for real profit thanks to currency exchanges, such as the ones operated by Second Life and Entropia Universe or via secondary markets such as IgSale.com which deal in World of Warcraft gold. Unfortunately the ability to profit has seen these environments shift subtly away from being pure gaming environments to being fora for criminality. They are in form games environments but in effect they are a part of the real world. Responsibility for controlling the actions of players is, like in sporting environments, split between the games controllers and real world law enforcement bodies. To date these interactions have been kept at a minimum but should the value of in-game economies continue to rise there will no doubt be further interaction as these worlds, virtual and real, collide. 


What does this mean for lawyers and lawmakers? As we have already seen there have been a few interactions predicated upon attacks on the person (or avatar) including at least one claim for rape and others for child abuse. It appears though that as these are purely in-game activities the courts and law enforcement authorities will trust the games controllers to manage such activity within their games environment. Thus primary control in such situations may be found in community standards with the primary sanctions being in-game (suspension or termination of account). Where harm occurs in the real world (as in the Dutch RuneScape case) then, obviously real world authorities will intervene. Where the harm which occurs online is financial the courts, it appears are more willing to intervene. This reflects the long history of the courts in protecting intangible properties. Thus in the RuneScape case the Hoge Raad was willing to find not only assault but also theft had occurred. Similarly cases in China and the US have extended some form of intervention of the courts where virtual property has been misappropriated. As for the law in the UK, the Theft Act 1968 suggests that the misappropriation of virtual goods would be theft in English Law. By s.1(1) it is an offence to ‘dishonestly appropriate property belonging to another with the intention of permanently depriving the other of it’. Property is described in s.4(1) as ‘includ[ing] money and all other property, real or personal, including things in action and other intangible property.’ This would seem to cover the situation where in-game property or money was misappropriated by another player. Equally it is clear that trade mark or copyright disputes such as those seen in the US in Eros and Minsky would be covered by the appropriate provisions of the Copyright, Designs and Patents Act 1988 and the Trade Marks Act 1994. 


These though are only the issues seen in courts to date, what about the future? It is already clear that one of the major issues real world lawmakers want to address is taxation of in-game profits. It may be assumed this will be a key issue in the next five to ten years, but there are other key issues which will no doubt arise. One relates to concerns about money laundering in virtual environments. In 2007 the Fraud Advisory Panel warned that there was a risk of money laundering via virtual cash economies.
 Currently virtual environments are not subject to money laundering regulations but it seems only a matter of time until governments turn their attention to cash transactions in these environments especially as it is now possible to draw virtual cash such as Project Entropia Dollars and Linden Dollars from ATMs thanks to tie up deals between real world banks and the games controllers of online environments. There are also more outlandish claims, which lawmakers may be unable to ignore, such as claims that virtual terrorist training and recruiting camps have been set up in virtual environments such as Second Life.
 These more outlandish examples of virtual criminality are probably most suitable for direct control from the games controllers, perhaps with the encouragement of law enforcement authorities, as occurred with gambling and age play previously. 


It is more likely that the courts will be called in to deal with more mundane matters such as the issue of death and probate. While your Second Life avatar may go on forever you won’t. What happens when you die? According to Linden Lab’s terms of service a Second Life account may be bequeathed as part of the player’s estate,
 though not all games controllers extend the same benefit to the deceased. 


As people are always marrying, divorcing, and dying, and as people are likely to continue not to plan ahead for these events, these are likely to join copyright infringement, trade mark infringement, and basic virtual theft as the focus of a number of cases at the virtual/real world interface in the next five to ten years. That being said, most people will continue to treat online virtual environments such as World of Warcraft and Second Life as purely an escapist, gaming experience where the rules of the game are set out by the controller of that environment. It should therefore be assumed that real world cases involving disputes over virtual property or activities in virtual environments will remain relatively rare.
Test Questions
Question 1
Is it fair to compare virtual environments, such as games environments, to sporting competitions? Who should have primary responsibility for antisocial, even illegal, activity in games environments the operators of the game or law enforcement authorities? 
Question 2
Is it really an infringement of a trade mark to recreate a virtual version of an actual object in a virtual environment?
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