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Men’s violence against women has historically been conceptualized as physical/sexual violence affecting the corporeal body. Over the course of the past two decades, however, the ways in which sexualized and gender-based violence is typically inflicted on women and girls has expanded to include cyberspace. The United Nations estimates that 95 percent of abusive behavior in online spaces targets women and comes from their current or former male partners (Fascendini and Fialová 1), and reports indicate that although women and men in the United States have been using the Internet in equal numbers since 2000, “the vilest communications are still disproportionately lobbed at women.” A 2006 study on chat rooms conducted by researchers at the University of Maryland found that “[a]ccounts with feminine user names incurred an average of 100 sexually explicit or threatening messages a day” while “[m]asculine names received 3.7” (Hess par. 8). The high-profile media attention given to several teenage girls across Canada who have taken their own lives after experiencing a deadly combination of physical sexual assault plus online sexual coercion, sexual comments or advances, and slut-shaming has recently prompted a national conversation about the role of Internet communications technologies (ICTs), particularly social media outlets, in Canada’s already startlingly high rates of violence against women.

In this essay, I provide an overview of the types, causes, and consequences of technology-related violence against women (eVAW) and explore the conditions and structures that have facilitated its sharp increase over the course of the past decade. I close with a discussion of feminist efforts to turn the structural misogyny of ICTs on its head by harnessing them to eradicate eVAW, expand gender equality, and advance social justice.

EVAW: TYPES, CAUSES, AND CONSEQUENCES

While the causes of technology-related sexualized and gender-based violence are, like those of conventional physical/sexual violence against women, rooted in sexism and misogyny, researchers at the University of Western Ontario have demonstrated that “technology extends the reach [of that violence] and creates new forms of abusive behavior” that would not be possible without ICTs. They have identified six broad categories of eVAW, arguing that eVAW is distinguishable from more conventional forms of violence against women due to not only its mode(s) but also its scope and potential for longevity and re-victimization:

1. Hacking: The use of technology to gather and/ or modify private information. This can include stealing passwords or unauthorized editing of a website.

2. Surveillance/Tracking: The use of technology to monitor a victim’s activities and behaviors, through, for example, GPS tracking on a mobile phone.

3. Impersonating: The use of technology to assume the identity of the victim or someone else as a means to access private information. This can include sending unauthorized emails from the victim’s email account, calling the victim from unknown number, or creating fake identity documents.

4. Harassment/Spamming: The use of technology to continuously contact, annoy, threaten, and/or scare the victim.

5. Recruitment: The use of technology to lure potential victims into violent situations through, for example, fraudulent postings and advertisements on dating or employment sites, chat rooms, or message boards.

6. Malicious Distribution: The use of technology to distribute denigrating and illegal materials related to the victim and/or organizations, e.g., leaking (or threatening to leak) intimate photos/ video or using technology as a propaganda tool to promote violence against women. (Learning Network 2)

With the development over the past three decades of increasingly sophisticated and accessible technologies, ICTs have made it possible not only for abusers to remain anonymous to the victim/survivor but also for the abuse to be committed from a distance. According to Flavia Fascendini and Katerřina Fialová at the Association for Progressive Communications (APC), because sexual harassers are now able to send abusive messages from anywhere in the world to anyone, anywhere in the world, it is much more difficult for survivors to identify and take legal action against perpetrators (27). Additionally, increased automation (e.g., the reduced time and effort humans spend on particular tasks) enables digital surveillance and stalking by “allow[ing] abusers to check their partners’ mobile phones for SMS messages, monitor social networking activity, check their browser history and log into their personal accounts with little effort” (26–27). ICTs are also increasingly accessible and affordable. This makes possible the immeasurable scope of eVAW, and the potentially unending cycle of re-victimization as “the propagation of texts and images [. . .] can follow victims/survivors everywhere—at home, work and school, whenever their computer or mobile phone is turned on, without a break or relief” (APC 27).

Feminist researchers have noted that the potential consequences of eVAW “appear to be similar or amplified when compared to violence not involving technology” and can include “psychological impacts (e.g., sadness, shame, depression, stress/anxiety, fear); health impacts (e.g., health concerns related to stress); privacy concerns (e.g., embarrassment or fear associated with the belief that one is or has been watched or monitored; use of a woman’s personal information against her); and social effects (e.g., compromised sense of security; social withdrawal; isolation; compromised productivity at work; loss of income; loss of reputation)” (Learning Network 2). Additionally, young women who participated in a May 2015 workshop on cyber-violence in Toronto pointed out that the “harms of unwanted harassment, sexual bullying and spreading of sexual rumours [. . .] are regarded as common occurrences online” and that eVAW “could lead to depression, anxiety, emotional trauma, lowered self-esteem and confidence, and self-harm and suicide” (metracadmin pars. 2-3).

The obvious question, often leveled at girls and women by everyone, from their harassers to the police officers they call in to stop the abuse, is, “If you’re being harassed, why don’t you simply get off the Internet?” The inherent problem with such a suggestion is that, just as men do, women use the Internet for work and play, and it has become a constitutive part of most of our lives. In fact, the girls who participated in the Toronto workshop on cyber-violence back in May 2015 said that it would be impossible to disengage with the Internet, “as it might mean missing out on important dialogues, events and news” (metracadmin par. 3). The suggestion, then, that women should get offline in order to avoid being the victim of eVAW is akin to warning them to stay home in order to avoid being raped.

UNPACKING INTERNET GOVERNANCE, LAW ENFORCEMENT, AND STEM

So what’s going on? The answer to this question is at least fourfold. First, there’s the ubiquity of men’s violence against women: Gender norms, stereotypes, and hierarchical power relations between men and women that exist offline are clearly being replicated online. Second, although slightly more women than men are using social media (Dickey par. 5), the leaders, decision-makers, and designers behind the scenes at companies like Twitter, LinkedIn, Facebook, and Google are, according to those companies’ own internal diversity reports, overwhelmingly white men. According to Forbes, women comprise, on average, only about one-third of the tech workforce (Marcus par. 3). That gap expands the higher up one goes in an organization, with the best ICT company, Facebook, showing women holding just 23.1 percent of leadership jobs (Jones and Trop par. 8). Most of those reports also gathered statistics about gender and ethnicity for technical jobs, finding (not surprisingly) that white and Asian men tend to dominate in technical jobs like coding and programming, while women and other people of color are clustered in administrative support and service work. These results confirm that the sphere of Internet governance is heavily patriarchal. Not only does it ascribe to the “five men and a whiteboard” model in which men outnumber women as decision-makers, but it also means that men’s bodies, perspectives, concerns, and ways of doing things are assumed to be normal and natural, thus resulting in the framing of issues and agendas that looks universal and gender-neutral but that is actually “indebted to privileged positions in the hierarchy between men and women as well as the hierarchy among different groups of men” (Jensen 55).

The third answer to the question of what’s going on is that the understanding of what actually counts as men’s violence against women among policymakers and law enforcement officials has not caught up with the eVAW made possible by ICTs. For example, when one female journalist reported bomb threats made against her via Twitter, the officers sent to investigate the case “thought usernames were secret codes and didn’t seem to know what an IP address was” (Hess par. 24). Adding to their confusion, at least in Canada, is the myth that there are no existing laws that make cyber sexual violence a crime. But Toronto-based feminist bloggers Jessica Spence and Steph Guthrie argue that Canada’s Criminal Code includes “more than a few laws which prohibit” behaviors ranging from stalking and hate speech to counseling suicide (e.g., telling someone to kill themselves) and advocating genocide (e.g., suggesting that all feminists should be killed) (par. 34). The problem, then, is not that laws against eVAW do not exist but that police are stuck in conventional notions of what counts as “violence against women” that “require that victims feel tangible, immediate, and sustained fear” (Hess par. 29). They do not know how to apply existing laws to online activities that they interpret as not real, harmless, and/or inevitable (Hess par. 31).

The fourth concern is that, although girls and women are the majority of social media users, there is a widespread lack of knowledge among them regarding the mechanics of the Internet, especially in terms of how to maintain their privacy in cyberspace. This lack of knowledge is likely directly related to the dramatic underenrollment around the world of girls and women in sciences, technology, engineering, and math (STEM), all of which are considered the domain of men. In Canada, women comprise the majority of university graduates in education, health sciences, humanities, visual and performing arts, communications, social and behavioral sciences, and law, but men represent the overwhelming majority (67.4 percent) of STEM graduates (Violence par. 31). The upshot, then, is that even though women use technology, they are not participating in its creation, design, and implementation. Nor do they tend to know how it works, which, given the increasing ubiquity of eVAW, could well be fatal.

ERADICATING EVAW: HARNESSING ICTS FOR GENDER JUSTICE

Feminists in Canada have been quick to respond productively and proactively to the rapid expansion into cyberspace of sexualized violence over the past two decades. They are making extensive use of ICTs to support victims/survivors and prevent men’s violence against women. Brick-and-mortar anti-VAW organizations across the country maintain websites that provide information and connect survivors to service providers, and some now also offer free online anti-VAW training that specifically addresses how technology has transformed what counts as “violence against women.” Additionally, several Facebook groups not only deliver information on anti-VAW tools, resources, and upcoming events, but they also facilitate discussion forums that enable survivors to connect with each other, raise awareness, and call out online violence as unacceptable. Last, a plethora of new mobile apps “can help locate, identify, respond to, and support victims of violence and reduce their risk of further harm” (Learning Network 3).

This work has served as a catalyst for several educational programs that help get girls into STEM and keep them there and/or teach girls and women to be savvy tech users, especially of ICTs. It has also been at the heart of a national push to (re)educate and train Canadian law enforcement officials to recognize and take seriously eVAW cases and the applicability to them of existing laws. The pioneering work of Canadian feminists against eVAW has also made possible the creation of a new national legal framework to address what Canadian lawmakers term “cyber sexual violence,” resulting in the passage by Parliament of Bill C-13 in October 2014. Unfortunately, Bill C-13 has been the source of much controversy, as feminists have argued that it will be relatively ineffectual in protecting survivors of eVAW because it fails to address the root causes of sexual violence. Additionally, the legislation does not acknowledge the fact that people of color, women, and member of the LGBTQ+ community are more likely to experience online violence.

Feminist antiviolence research projects like APC, GenderIT.org, and the University of Western Ontario’s Learning Network, along with a few individual feminist tech journalists and bloggers, have repeatedly demanded increased research and reporting on cybersexism and eVAW. In addition to their demand for the collection of gender-disaggregated data about the male-dominated tech industry (which resulted, finally, in the gender and racial diversity reporting by so many technology companies in 2014), they advocate improving women’s access to ICT governance by addressing the inherent sexism and racism in the tech industry, arguing that nondiscrimination, gender equality, and women’s empowerment must be guiding principles.

The next feminist eVAW frontier, then, will be to decide how to best proceed with the unsurprising information that ICTs such as YouTube, Facebook, and Twitter are fairly transparently white supremacist, patriarchal structures that have not only excluded women and most people of color from governance and high-level technology jobs but also facilitated a culture of systemic misogyny that legitimates, and even enables, the mobilization of sexism and sexist exploitation in cyberspace, resulting in eVAW.
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